Introduction
In recent years, the multiple-input multiple-output (MIMO) interference channels, where multiple pairs of a transmitter and a receiver having multiple antennas communicate in parallel, have been considered to maximize transmission capacity in a multiple communication environment. In that case, Interference Alignment (IA) is a promising candidate technology since it enables multiple communications simultaneously avoiding mutual interferences [1] .
There have been several proposals where secure communications are realized by using the difference of communication rates at receivers between authorized and eavesdropping users [2] . In this paper, we consider the adoption of the IA technique in the MIMO interference channel to realize secure communications. First, we show the principle of secure communications using IA. Then, we quantitatively evaluate the performance of secure communications using the proposed method by computer simulations.
Secure Communication using Interference Alignment
Interference Alignment is a transmission technique to increase the spatial multiplexing gain for the MIMO interference channels. The core idea of IA is to adjust precoding matrices at a transmitter to enable multiple signal transmission simultaneously. All interference signals are aligned into a signal subspace at each receiver, so the dimensions occupied by the interference signal subspace are reduced, and the freedom of the interference-free desired signal is increased. To realize such condition, all transmitters are requested to share the channel state information (CSI) of all combinations of the transmitters and the receivers, but they don't have to share the transmitted data signals themselves. In IA, transmitted RF signals from all antennas include some part of the transmitted data signals but we can conceptually assume that a part of transmitting antennas are used to transmit the data signals and the others are to clean up the interference signals. As the result, the number of transmitted data streams is smaller than that of the transmitting antennas. When IA is used correctly, the interference at the receivers included in the IA control can be removed effectively by the spatial decoding matrices at the receivers. It enables the communications to the receivers even in the interfered channels. On the other hand, the interference at an eavesdropping receiver which is not included in the control cannot be reduced even by any decoding matrices since the freedom of the decoding is less than the dimensions of the interference signal subspace. It generates a gap of communication rates and it can be utilized for the secure communications.
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Proceedings of ISAP2012, Nagoya, Japan The model of K-user MIMO interference channels with an eavesdropper is shown in Fig. 1 . To realize communications between authorized transmitters and receivers without interference by using IA, the following conditions must be satisfied:
where V i is the N × d i precoding matrix at the transmitter i whose columns are the orthonormal bases of the transmitted signal space of the transmitter i, U j is the M × d i interference suppression matrix whose columns are the orthonormal bases of the interference-free desired signal subspace at the receiver j, N and M are the number of antennas at the transmitter i and at the receiver j, H ji is the M × N channel matrix between the transmitter i and the receiver j, and d i is the number of the transmitted data streams at the transmitter i, respectively. V i and U j exist when N+M-(K+1)d≥0 in the condition of d 1 =…=d K ≡d [3] . In this paper, we assume the numbers of the transmitted data streams at all transmitters are equal to d.
The maximum communication rate between the transmitter i and the receiver i, R i , is given by:
2 is the noise power assuming additive white Gaussian noise (AWGN), and s i is the vector of the data signals at the transmitter i, respectively.
In Fig. 1 , considering that the eavesdropper wiretaps the data signals transmitted from the transmitter i, the maximum communication rate between the transmitter i and the eavesdropper, R i (e) , is given by:
H is the M e × d interference suppression matrix at eavesdropper, and M e is the number of antennas at the eavesdropper. U ei H is determined to minimize the interference signal power sent from the transmitters other than that transmitter i. H ei is the M × N channel of the channel between the transmitter i and the eavesdropper. In calculating the communication rate at the eavesdropper, we assume that the eavesdropper obtains the precoding matrix of all transmitters. It is the worst case scenario for the secret communication.
Secure communication can be realized when the communication rate between the authorized transmitter and receiver is higher than that between the transmitter and the eavesdropper [2] . Assuming an appropriate transmission system is applied, the difference between the maximum communication rate at which the information leaked to the eavesdropper is arbitrary minimized while the information transmission between the authorized transmitter and receiver is kept perfectly errorless and the communication rate between the transmitter and the eavesdropper is called as secret capacity. Although the secret capacity is more rigorous indicator for performance evaluation of secure communications, we instead use the secrecy rate given by the following formula for simpler evaluation. The secrecy rate is given by:
Quantitative Evaluation of Proposed Secure Communication System
We evaluate the secrecy rate given by Eq. (5) via computer simulations. Here we evaluate the cases where the numbers of transmitting and receiving antennas at authorized transmitters and receivers are identical (M=N).
In IA, the elements of the precoding and the decoding matrices, V i and U i are generally obtained by iterative optimization. To calculate them-analytically for any number of antennas remains unsolved question [4, 5] . However, for a special case when K=3 and M=N=2d, V i and U i , can be presented by a closed-form analytical expression [1] . Therefore in this paper, we use the values of K, M, and d satisfying the condition of the close-form analytical expression.
In the simulations, the transmission paths between all transmitters and receivers are assumed quasi-static Rayleigh fading channels and the spatial correlations of the fading variations between different combinations of transmitters and receivers are zero. The transmitted powers from all antennas are equally allocated. Signal-to-Noise-Raito (SNR) is defined as the raito of the advantage received signal power at single antenna and noise power. In the assumed model, there is no constructive difference among each authorized transmitter and receiver, so we evaluate the secrecy rate between the transmitter 1 and the receiver 1 as a representative of the authorized users. Figure 2 shows the secrecy rate performance of the authorized users when M e is equal to M. In the figure, d is varied from 1 to 5. Figure 2 (a) shows the communication rate and the secrecy rate. 
Conclusion
In this paper, we considered secure communications using the interference alignment technique in the MIMO interference channels. It is presented as a result of quantitative evaluation of the secrecy rate that secure communication is possible where the number of antennas at the authorize transmitter and receiver is greater than or similar to that of the eavesdropper.
